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* The Customer: Government Agency
* Objective: Implement a new Anti-copy function for their security labels

/ Situation \ / Objective \ / Implication \ / Need \

1. Agency labels are 1. Upgrade and 1. Increase confidence 1. Easy incorporation to
applied onto enhance the and assurance for existing production
certified quality current label consumers when line & system used
products that are solutions to provide purchasing products.
sold to consumers. stronger security, 2. Fast and Easy

track and trace. 2. New advanced identification of

2. Consumers are able technology, solution genuine labels for
to check the current 2. Ensure better and support for user.
unique QR code public welfare and enforcement team
labels. However, QR user experience. 3. Prevent possible
codes can be copied counterfeiting
by bad actors.
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What is the solution implemented?

Objective: Upgrading a Normal Label to an Anti-copy security label
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Printed Label alphanumeric

QR code size
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Anti-copy AR mark size
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« The Anti-copy AR Mark can be positioned in the artwork design within the label. Eg: Above or beside
the QR code/Data Matrix

» Customer can print AR Mark as part of the label design on Flexo/Offset/Gravure Machine

« Customer provide their own QR codes/Data Matrix URLs. Controls the information to share. Customer
can print the QR code using normal thermal/digital printer with lower resolution
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Approach: Variable QR code + Static Anti-copy feature
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Customer’s QR code 1 + AR Customer’s QR code 2 + AR
Mark = Mark =
New Unique ID 1 New Unique ID 2

Verification is done in 2 folds:
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Customer QR code 3 + AR Mark

New Unique ID 3

1. Checking secured database to see if the combined New Unique ID is valid.

2. Authenticating the Anti-copy Security AR Mark image
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We design and embed Anti-copy security feature onto current normal labels. No change to the current
printing process.

What had been achieved:
For consumers:

* Able to verify genuine products via their mobile phones.

* Piece of mind when purchasing products -
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For Government agency:
* Prevent counterfeiting of the safety labels. s

* Ensure products for consumer adhere to safety standards

* Track locations of any suspicious activities
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